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Tournament
successfully

concluded on
7th June 2015
@ Bloomfield
Grounds.
The ICT

professionals
joined this fun
filled
experience
proved their
excellent

sportsmanship
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Shaping the future of
ICT professionals
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Proudly Organized by

COMPUTER SOCIETY
OF SRI LANKA
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https://www.facebook.com/ComputerSocietySriLanka

m COMPUTER SOCIETY
OF SRI LANKA

PEARSON VUE TEST CENTRE NOW OPEN @
ACHIEVERS LANKA BUSINESS SCHOOL - COLOMBO

PEARSON

VUE-Authorised
Teast Centre

TAKE YOUR CIMA & IT CERTIFICATION EXAMS WITH US!

ORACLE Microsoft

exams@achievers.lk 0114 342 551 | 0114 322 322
www.achievers.lk Level 2, No. 11, Arthurs Place, Colombo 04
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Coud computing demands
companies to consume and
compute resources as a utility

rather than having to build and
The CSSL organized a free Seminar on Cloud Security on 28™ May 2015.

The : presented by Dr. Kosala Yapa Bandara Head, De S of maintain computing

seminar was . Kosala Yapa ra Hea partment 0 . :

Software Engineering - SIT and it was held at UCSC Mini-auditorium, and L e

there were 73 participants. however Data breaches and

Cloud service abuse rank among
the greatest Cloud security

threats according to Cloud
Security Alliance

We think everyone on the
planet deserves to have their
own virtual data center in the
Cloud...

- Lew Tucker-

Cloud computing will be as
influential as E-business

One of the most important
transformations the federal
government will go through
in the next decade...

- Obama’s TIGR Team-

Who knew that the concept
of security in Cloud
computing was even possible
to imagine ?...
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Looking for
ICT Skilled Migration..:

“How about internationally valid
Skill Certificate”

P«

COMPUTER
SOCIETY

ICT Skills & Qualifications # in one document

CSSL ICT Skills Certification is offered in partnership with the Australian Computer Society (ACS), based on
the SFIA (Skills Framework for the Information Age), a capabilities framework that can be used globally

Get your ICT skills certified
using the SFIA frame within Skils fo the Information Age

Capability Statement

few hours

27" May 2015

@ CSSL
From 5.00pm To 7.00 pm

ESMERATGE e
( Rs.7000 + Rs.7000)

For Inquiries: e ' NCSSI—

certification@cssl.lk /0114713290 (Hasanthika) COMPUTER SOCIETY
OF SRI LANKA
www.cssl.lk

Register before 25" May 2015 to create user logins for the program
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ThE Intermet gave us the opportunity
1o connect in ways we could never have

H H dreamed ible. The | of
Secur’ty ”1 Things lln'l'jp::'jl take us he;::d"ﬁ'uts 1o
Internetof | =

p The “Things® in loT refer_tn dE'n_"I[E»

Things - B e sy o e oo
receive information without human

Current Status | escion
Suruey af the  Yevin Ashton, cofounder and executive

director of the Auto-ID Center at MIT,
first mentioned the Internet of Things in

Literﬂture a presentation he made to Procter &

Gamble. Here's how Ashton explains the
potential of the Internet of Things:

"TDdH"f computers — and, therefore, the Intemet — are almost wholly dependent on human beings for
information. Mearly all of the roughly 50 petabytes (a petabyte is 1,024 terabytes) of data available on the Intermet
were first captured and created by human beings by typing, pressing @ record button, taking a digital picture or
scanning a bar code.

The problem is, people have limited time, attention and accuracy — all of which means they are not very good at
capturing data about things in the real world. I we had computers that knew everything there was to know about
things — using data they gathered without any help from us — we would be able to track and count everything and
greatly reduce waste, loss and cost. We would know when things needed replacing, repairing or recalling and whether
they were fresh or past their best.”

Cne example, is a heart monitor, that can be equipped to send information to your doctors office, a sprninkler system
can be set up to determine if your lawn needs watering and perform the task, all without you having to do anything.

Another example is Google's acquisition of Nest, a company that makes a thermostat that extracts data from the
emvironment, including information about lighting, humidity, and the daily behavior of a home's residents in order to
automatically adjust the temperature settings based the resident’s preferences.

Because the sensors embedded these devices are linked through wired and wireless means, often using the same
internet Protocol (IP) that connects the Internet, security in loT will become a primary concern for many loT related
products and businesses.

There are hundreds of thousands of homes equipped with video cameras today that stream images to tablets and
mobile phones of owners. In the healthcare industry, wrist bands and other wearable devices are being produced so
that your doctor gets an intimation when you fall sick. Auto manufacturers are building cars that can sense when other

vehicles are too dose, so that accidents can become a thing of the past.
Continued._.
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The ioT movement has dlready seen some of the biggest
companies in every field — AT&T, Ericsson, Mokia, Qualcomm,
Accenture, Vodafone, General Motors, Mercedes Benz and BMW,
among many, many others — investing significantly on developing
new products. These companies are adding wireless connectivity to
their devices, bringing network cConnectivity and remote
management to their offerings in order to appeal 1o a growing
number of smart consumers.

But while loT offers a huge business opportunity, consumer rights
advocates and privacy watchdogs fear complete chaos. 5o far, only
Google and a few other sites you visited while surfing the Net or
posting on a social website kept track of your interests. But as
personal devices increasingly get connected to the Internet, and
transmit data, it will be hard for you to keep any part of your life a
secret. A smart car will log the roads you drive on and your driving
style and will share the captured data with your car workshop.

The toothbrush will inform your dentist each time you forget to
brush before going to bed. The refrigerator will tell the grocer how
much and what you are consuming. The smart television set will
send out data on the programs you watch. The sneakers you wear
will upload your walking pattern to the fitness website. Pretty
soon, every bit of your life will be tracked and uploaded as you
start embracing smart devices.

The endless variety of loT applications poses an equally wide vari-
ety of security challenges. In factory floor automation, deeply
embedded programmable logic controllers (PLCs) that operate
robotic systems are typically integrated with the enterprise IT
infrastructure. How can those PLCs be shielded from human
interference while at the same time protecting the investment in
the [T infrastructure and leveraging the security controls available?

A smart meter—one which is able to send energy usage data to the
utility operator for dynamic billing or real-ime power grid
optimization—must be able to protect that information from
unauthorized usage or disclosure. Information that power usage
has dropped could indicate that a home is empty, making it an
ideal target for a burglary or worse.

Continued —=
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In August of 2013 a couple in
Houston heard a stranger talking to
their 2-year-old daughter through the
baby monitor. The monitor in
question, a Foscam, allows for
remote monitoring from around the
world. Remote access is a handy
feature for parents away on a trip
that want to check in on things at
home, but quite distressing if that
remote connection has been hacked
into by a malicious stranger.

If privacy is the big casualty in an loT
erwvironment, a cyber-attack is a
nightmare. The worst Trojan attack
today can, at best, paralyze your
work and home computers — and
perhaps damage your mobile phone.
In a connected world, sudh an attack
can very well cripple your life — from
shutting off vyour smart air
conditioner to preventing you from
entering your house or starting your
@r by attacking the onboard
computers. That is why loT is seen as
a huge opportunity by all kinds of

cyber security firms.
Continued.
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You may want to implement some of the following loT

security tactics to ensure peace of mind.

Design a good perimeter protection with a firewall and an
intrusion prevention system.

Include everything in a security information and event
management environment.

Implement an emergency response program.

Indude a good identity and access management program
with your loT program for central user control. Consider,
for instance, using a doud identity approach.

Implement two-factor authentication where practical.

Have the administrators of your devices use privileged user
control.

Search for standardization. The market will soon define
standards for the loT, including security standards.

If you have a third-party loT provider, consider due
diligence.

Stay informed with key sources of security through groups
such as the National Institute of Standards and Technology
(NIST).

The loT is quickly reshaping our world and the way in which we
communicate to each other and to things. However, strong security
will be essential for applications, devices, and networks in order to
realize the tremendous economic and productivity benefits made
possible by connecting more systems to each other and the cloud.

w4

Dr. Malitha Wijesundara

MCSSL , B.Eng (Hons.) - Warwick, PhD
(NUS, Singapore)

Dean Facuity of Computing - SUIT
Former Counal Member CSSL
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VACANCIES

ACHIEVERS LANKA BUSINESS SCHOOL - COLOMBO

Achievers Lanka Business School a leading institute for CIMA
in Sri Lanka is in search of talented individuals to join our
lecture panel for IT programmes.

LECTURERS - IT (PART TIME)

Requirements:
* Bachelor's degree in IT or Computing from a recognised
University.
- Minimum 2 years’ experience in a similar capacity.
- Excellent communication skills in English.

Applicants should forward their CV via email to:
kanchana@achievers.lk

No. 39, Bullers Road, Colombo-04 +94 115288900

No. 11, Arthurs Place, Colombo-04 +94 114322322 m ACH l EVERS
www.achievers.lk @ info@achievers.lk WHERE THE GOOD BECOMES GREAT
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Full Stack QR s

What ttakes to be a ful stack agile tester IHIACLICLEECLER
Head of QA. Leapset Engineering

Nalin Goonawardana is an Ex Virtusan, a

Pairi ng deal - Finding synergy graduate in bachelor of Information Technology
from UCSC, who brings in nearly 9 years of

e i industry experience in software quality
L — assurance. He is also a Certified SCRUM master
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« Pair understanding. Less surprises

o How | & B QliS

Held on 4 June 2015@ University of Colombo School of Computing (UCSC )
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=~ Get Your Brand Exposed To
IT Professionals In Sri Lanka '

Y ATE R T =l 5 S NS R
Full Page —Rs. 7000/=
Half Page — Rs. 4000/=
Top Banner — Rs. 5000/=
Industry related article —Rs. 10,000/=

2 pages + Free full page advertisement

06 Months advertisement plan -30% Discount
12 Months advertisement plan - 50% Discount

For more details '
Call :0114713290 ( Hasanthika )
E-mail : events@cssl.lk

N CSS L Computer Society of Sri Lanka

COMPUTER SOCIETY 275/75, Prof. Stanley Wijesundara Mw,
OF SRI LANKA Colombo 07

Tel : 011 2592762 E-mail: membership@cssl.lk Web : www.cssl.lk



